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The ITU World Telecommunication Policy Forum (WTPF) was established by the 1994 Kyoto
Plenipotentiary Conference and is covered by the provisions of Resolution 2 of the 2002
Marrakesh Plenipotentiary Conference. The purpose of the Forum is to provide a venue for
exchanging views and information and thereby creating a shared vision among policy makers
worldwide on the issues arising from the emergence of new telecommunications services and
technologies, and to consider any other policy issues in telecommunications which would

regulatory outcomes or outputs with binding force, it shall prepare reports and, where
appropriate, opinions for consideration by Members States, Sector Members and relevant ITU
meetings.

that convergence, including Internet-related public policy matters, is one of the topics of
high current interest to ITU Member States and Sector Members;

that the continued development of convergence, next-generation networks, and Internet
also has significant implications for several domains, particularly for capacity building,
especially in developing countries;

that a study of emerging telecommunications policy and regulatory issues is also
amongst the topics of high current interest to ITU Member States and Sector Members;

that a study of new and emerging issues as referred to in Resolution 146 (Antalya, 2006)
is also among the topics of high current interest to ITU Member States and Sector
Members,
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Vi.

Decision 9 of the Antalya Plenipotentiary Conference states that arrangements for the fourth
WTPF shall be in accordance with applicable Council decisions. In accordance with Decision
498 of the 2000 session of the ITU Council, discussions at the World Telecommunication

Policy Forum shall be based on a report from the Secretary-General, incorporatingand ~~ - o

referencing thel contributions of ITU Member States and Sector Members, which will serve as
the sole working document of the Forum, and shall focus on key issues on which it would be

desirable to reach conclasions.

The main objective of this first draft of the Secretary General’s report is to encourage
contributions from ITU Member States, Sector Members, on any of the themes relevant to the

Forum. formal,

To give the Membership as much opportunity as possible for contributing to the preparations for

this important event, and in line with previous Council decisions on this matter and Decision 9
of the Antalya Plenipotentiary Conference, the Report of the Secretary-General shall be
prepared according to the following timetable:

30 September 2007

Online posting and circulation to membership of the first
draft of the Secretary General’s report (drawn up on the
basis of available material).

15 December 2007

Deadline for receipt of membership comments on the first
draft and additional materials for the second draft. Deadline
for nominations for a balanced group of experts, to advise
the Secretary-General on the further elaboration of the report
and of draft opinions associated with it.

Spring 2008 First meeting of the group of experts.
Online posting and circulation of second draft (incorporating
30 June 2008 . . L
comments and broad outlines for possible draft opinions).
4 July 2008 New deadline for submitting additional comments on the
2July sPe second draft of the SG’s Report
ITU SG publishes new version of the 2" draft of SG's
15 July 2008 ReDor.
30 September 2008 Deadline for receipt of comments on second draft.

Autumn 2008

15 December 2008

End of January 2008

Finalizing the Report of the Secretary General, and deadline
for its publication.

Third meeting of the group of experts

20Aprilpooy | Proposed date for Information Session
21-24 April2009 | Proposed dates for 4" WTPF on Convergence and emerging

policy issues

In accordance with decisions by Council, the Secretary General shall convene a balanced,
informal group of experts from Member States and Sector Members- who are active in
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preparing for the Forum in their own country - to assist in the successive stages of the
preparatory process. It is proposed that this group would meet twice during the consultation
process. The first meeting of that group is scheduled for Spring 2008 in Geneva and a second
meeting is tentatively planned for Autumn 2008. Invitations to participate in the informal group
of experts will be sent out by the Secretary-General to those who contribute to the consultation
process plus others who he feels can make significant contributions and can assist in achieving
the desired balance. In order to strengthen this iterative process, we would welcome the
designation of a focal point in your office to follow up this matter.
vii. If the 2009 WTPF is to prove a success, it will be because the final report submitted reflects the
opinions and contributions of the ITU membership as a whole. For that reason, the membership
is encouraged to submit comments and contributions by 15 December 2007, to the following
address:

International Telecommunication Union

Corporate Strategy Division

Place des Nations
CH-1211 Geneva 20

Switzerland

Alternatively, comments and contributions can also be submitted by fax (to +41 22 730 6453) or by
email (to wtpf2009@itu.int). This report, together with other background information relating to the
themes of the 2009 WTPF on convergence and emerging policy issues will be posted on the ITU
website, at: http://www.itu.int/wtpf .

1. INTRODUCTION

1.1. The overall environment for global communications has changed dramatically during the past
30 years, in particular because of technological innovation, privatization and liberalization.
Incumbents are now being joined in the telecommunication marketplace by other types of
service providers and new players. This may lead to continuing pressure in national markets
both from direct competitors and from new global players who provide indirect competition
(for example, advertising revenue being shifted to global search engines, E-Mail replacing
older messaging media, mobile telephony replacing fixed telephony, third-party carriage of

| international traffic, etc.)._It is also difficult for the new entrants to gain market share.

1.2.  More recently, the phenomenon of convergence, combined with the evolution to all-IP and
next-generation networks, provides tremendous opportunities for the telecommunication

industry, but also represents significant new challenges.

1.3.  The "Next-Generation Networks" or NGNs will represent a fundamental change in

o
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At the same time, the effects of convergence are being felt at many levels. On a technical
level, different devices are converging (e.g. cameras and MP3s on mobiles, mobile and
Internet access devices). There is convergence at the network level, e.g. fixed-mobile
convergence, and also at the applications level, e.g. VoIP (voice over Internet protocol). In
addition to technological convergence, institutions (e.g. regulators) and corporations are also
facing convergence in a larger sense, as are entire industries (e.g. computing, broadcasting
and telecommunications). Convergence underpins many of the fast-paced changes in the
communications industry today.

Access to content and services anytime and anywhere is the foundation of future services,
and is made possible by the growth of IP-based networks. IP-based networks are expected to

drive, costs down and enable, new services. They are not only increasingly being used as __ { Deleted: ing

alternatives to the public switched telephone network (PSTN), but also as alternatives for the - { Deleted: ing

delivery of multimedia content, e.g. Internet TV and IPTV. As voice and video are
increasingly carried outside the PSTN_(that is, the traditional, circuit-switched telephone
network), they fall outside traditional structures, and require a reconsideration of rules and
regulations. In many countries, these services threaten revenue streams and traditional
universal access/service mechanisms that, for developing countries, serve to bridge the gap
between served and underserved areas. On the other hand, they may play a role in improving
Internet access and increasing penetration rates.
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Governments as well as consumers are benefiting from the provision of commercial

broadband services. Government entities at all levels, especially local public safety entities,
are benefiting more and more from the increased availability of access to the Internet and
other secured databases in times of emergency (increased interoperability) and on a routine

basis (increased efficiency)., -~ { Formatted: Font: Bold
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The growing availability of wireless as well as wireline broadband networks has had a very

significant enabling effect in this respect. Broadband availability has been provided by
different methods in different countries, the primary methods being implementation of ADSL
and related technologies over the existing PSTN infrastructure, use of cable TV
infrastructure, and roll-out of new infrastructure specifically designed for high-speed access
(for example, direct fiber-optic connections). It should also be noted that networks in
different existing radiocommunication terrestrial or space services are also converging to
provide similar types of applications using broadband wireless access.

Implementation of broadband has raised a number of policy and regulatory issues in some

countries, for example: whether or not to unbundled the local loop;, whether regulations _ - { eleted: example
should be similar or identical for technologies such as ADSL, FTTH, HSDPA, WIMAX, etc o {Deleted: unbundling,
and/or cable providers; whether a provider of new infrastructure would be exempt from - { Deleted:
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access/service provisions, etc.

There are many success stories regarding broadband implementation and its use to enable
new or improved applications, and several can be found at: http://www.itu.int/osg/spu/wsis-
themes/ict_stories/
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global economy. In order to stimulate investment in an era of convergence, governments



should foster an enabling, pro-competitive and transparent regulatory environment for the
development of new services.

1.11. Challenges for the future include:

a)

b)

c)

d)

€)

f)

Issues affecting networks, such as_network facilities and investment incentives, local loop
unbundling, spectrum access, universal access/service, interoperability, strengthening trust
and security, access to addressing resources etc.

Issues affecting content, such as copyrights, digital rights management, global and regional
protection_against piracy, the impact of differing cultural standards, etc._It should be noted
that ITU does not at present have a significant role with respect to such issues.

Issues relating to the user’s experiences, such as total quality of service (going beyond
simple network performance and including factors such ease of handset use, etc.).

The institutional challenges and benefits, or otherwise, of converged and independent
regulations, and their interaction with more generic competition authorities.

Specificities for developing countries, which face the same challenges as developed

regulatory responses might be different because of less fully developed networks, lower
penetration of the fixed telecommunication infrastructure and of personal computers and

challenges for developing countries (see also 2.8 below).

Identity management will be essential with the converged network.

1.12. This report of the Secretary General is structured as follows: Part 2 considers the overall

2. AN ERA OF CONVERGENCE

2.1.

phenomenon of convergence in today’s fast-paced digital age. Part 3 focuses on the core
vision of NGNs and their larger implications. Part 4 examines some of the Internet-related
public policy issues. Part 5 raises a number of emerging telecommunication policy and
regulatory issues. Finally, part 6 discusses matters related to the ITRs.

As per ITU-T Recommendation Q. 176, 3,1 Convergence is defined as the coordinated

evolution of formerly discrete network towards uniformity in support of services and
applications. Convergence_coupled with the increase in communication traffic is the main
driving force behind changes in the information and communications landscape today. The
spread of broadband and transition to IP network have resulted in different forms of
convergence which lead to a vertical as well as horizontal integration of the market,
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Transition from PSTN to IP Networks
(The age of “Everything over IP”)

Drastic Change of Market Structure (Paradigm Shift)

Integrated Services
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networks, has stimulated a wide array of ICT services and devices.

2.2.  One of the most important forms of convergence is network convergence. Traditionally,
audio, video, data or voice services were made available through distinct network
infrastructure and distinct terminal equipment, e.g. personal computers connected to the
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| Networks, networks and services are no longer associated, Network convergence refersto the - { Deleted: n ]

increasing integration of networks and their use of Internet Protocol (IP). ~ { Deleted: coupled ]

2.3. Fixed-mobile convergence (FMC) was the first form of network convergence, with some
services starting as early at 1997. For ITU, FMC refers to the seamless integration between
fixed line and mobile markets over a single network, and services accessible from a range of

| converging devices.

2.4. Terminal equipment has also been subject to the phenomenon of convergence. Mobile
handsets can now be used to access the Internet, and personal computers to view video
programming which can be broadcasted on demand or not, Audio (MP3) players are mobile - { Deleted: broadcast programming )
phones, mobile phones are digital cameras, and gaming consoles are Internet-access devices.
Not only are services becoming independent of networks, but independent of devices, too,
through developments such as “place-shifting” (i.e. where roaming users can access content

on their home computers or servers).

2.5.  As networks and technologies converge, so do the channels for the delivery of content. The
business of blockbuster films is no longer only about making them available in theatres, but
involves publishing content on official websites, blogs, chatrooms, social networking spaces,
and in some cases the launch of new video games. Talk shows and game shows now typically
have active web campaigns and interactivity via SMS or email comments and/or voting. This
increase of Consumer Generated Content, the spread of Machine to Machine Software as a
Service and grid computing will cause future traffic surges. This will also raise network

neutrality issues, - { Deleted: The user-generated content }

market is growing rapidly.?

2.6. Inaddition to networks, content and devices, convergence is also having an impact on the
| corporate landscape. Facing increased competition, service providers and network operators - { Deleted: s )
are diversifying their service portfolios to keep in line with technical convergence. In part,
this is being achieved through mergers and acquisitions, but also through “multiple play”
strategies that combine billing for different services (e.g. broadband, mobile, television,
etc...) while regulators and policy makers are exploring a range of sharing strategies,
including infrastructure sharing, spectrum sharing and end-user sharing, to foster affordable

access to converged services by end users®.
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2.7. _Convergence can be expected to have an impact on E-Government, because converged
communication facilities could be used to disseminate information more quickly and
efficiently, - { Formatted: Font: Bold
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2.8. E-Government® is a term used to refer to the increasing use by governments of electronic

means to facilitate communication with citizens, both from the citizen to the government (for /| Deteted: Convergence can be expected
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to have an impact on E-Government,
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2 Morg information on a range of sharing strategies may be found in the ten 2008 ITU Global Symposium for Regulators Discussion Papers on Six ’

Degrees of Sharing at http://www.itu.int/ITU-D/treg/Events/Seminars/GSR/GSR08/papers.html
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‘ 2.9. Capacity-building is also a key theme in the context of convergence. The skills and
knowledge required in a converged environment are not the same as those required in the
more traditional, vertically-separated environments that have been predominant up to now.
The engineers who build, maintain, and operate converged networks, and services and

applications built on converged networks, shall have cross-disciplinary training and
experience. Capacity-building programs are already being adapted to these new
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3. NEXT-GENERATION NETWORKS (NGNs)
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3.1. There are many views of what constitutes next-generation networks (NGNs), and a variety

NGN migration paths. The ITU defines a Next-Generation Network| as “a packet-based
network able to provide Telecommunication Services to users and able to make use of
multiple broadband, Quality of Service (QoS)-enabled transport technologies and in which
service-related functions are independent of the underlying transport-related technologies. It
enables unfettered access for users to networks and to competing service providers and
services of their choice. It supports generalized mobility which will allow consistent and
ubiquitous provision of services to users.” NGN differs from the Internet. Internet is another
IP-based network, but it is an open network developed through interconnection of networks;
it has not guarantee of QoS and it depends on applications for security and authentification.
NGN and the Internet have different philosophies concerning construction and operation of
networks. It is necessary to realize a network environment in which the high reliability and
integrity of NGNs and the autonomy of the Internet can coexist.
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to not take a short term view, or one
focusing on a narrowly defined
technology. Although the NGNs offer a
compelling model today, and are being
increasingly deployed by network
operators, we can be sure that the
NGNs in ten years will be different
from the ones anticipated today.
Hence, ISOC believes the WTPF must
bring together all stakeholders to focus
on the desired policy outcomes that
could be implemented to foster
creativity in network evolution for the
long term rather than narrowing down
the discussion to any particular
technical approach.
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3.2.

NGNS can be viewed as network operator-managed broadband networks that integrate
provision to the end-user over all IP layers of transport, connection and, from upper levels,

(transport or backbone network) and the Access NGN (or the local loop).

3.3.  Whatever the definition or migration path, it would appear that most new networks currently “\\

being established are IP-based, and it is widely expected that IP-based networks will

that transport
\
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end users, operators and service providers alike, especially with regard to competition and
pricing, and raises various public policy issues including security and safety, as well as a
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range of regulatory issues, many of which were addressed in the 2007 ITU Global
Symposium for Requlators (GSR), the 2007 GSR Discussion Papers on NGN, and the 2007
GSR Best practice Guidelines for Next-Generation Migration®. This presents many
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opportunities, challenges, innovative options and alternatives for the global ICT sector.

3.4. For operators and investors, NGNs are expected to offer increased revenue streams and
profitability. This arises from the ability to provide a full range of service offerings as PSTN

voice revenue declines and competition increases. In addition to an increase in revenues,
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NGNs operators are expected to gain, greater productivity and associated cost savings: this is

Deleted: s offer

A

Deleted: ope

A

Deleted: re

the end of their life cycle, requiring equipment to be replaced. Indeed, investment in NGNs is

-
/
/

Formatted: Font: Times New Roman,
8 pt

/
/

Formatted: Font: Times New Roman

/A
® ITU-T Recommendation Y.2001 (Study Group 13) S

4

Formatted: Font: Times New Roman,
8 pt

)
)
)
J
|
|




expected to boost the equipment manufacturing market considerably, including the customer
premises equipment (CPE) market.

3.5.  For customers, NGNs are expected fo respond to demands for bandwidth-hungry servicesand -

~

applications, guaranteed quality of service for certain IP-based applications and services (like
IPTV and VolIP’), seamless high-performance service provision, secure voice, data and
multimedia services. They also may enable service delivery at work, home or on the go,
together with the possibility for attractive pricing bundles for combined voice, data and video
needs, across both fixed and mobile networks.

3.6. For developing countries, NGNs in offering the possibility of wireless as well as wireline
broadband connectivity may also play a role in improving Internet access and increasing
penetration rates. Developing countries could leapfrog directly to NGNs for the provision of
voice, data and multimedia services. In addition, triple play offerings may have the potential
to open up television as a delivery platform for a far wider range of multimedia services,
thereby overcoming, to some extent, the lack of installed, Internet-connected computers in

developing countries.

The deployment of NGNs comes with a number of challenges, including the need for

significant investment in core and access networks; inter-operability between existing and

| next-generation networks and the market forces driving ferminal equipmenttobe
interoperable across access networks. This may require increased coordination amongst

‘ standards development organizations, conformance and interoperability testing as well as
associated certification. In the migration phase, competitive operators are likely to face

technical challenges as current points of interconnection are withdrawn.

While there may be better spectrum utilization where mobile phones used indoors are able to

use fixed line networks, there may be increasing demands placed on spectrum by wireless

NGNs access providers, especially those offering bandwidth intensive services. Similarly, the
rise of end-user created web-content could mean the need for greater bandwidth and

spectrum for uploading content. The growing numbers of Internet users and IP-based devices
will also increase the demand for numbering and naming resources. There will also be aneed !
to improve cybersecurity and data protection measures.

4. INTERNET-RELATED PUBLIC POLICY MATTERS

4.1. The rapid expansion of the Internet has raised a wide array of public policy issues, The ITU
has a role as stated in Resolution 102 (Rev. Antalya 2006) and as further indicated in Council
Resolution 1282. The question of how to handle, and in which forum to handle, certain .
public policy issues has been controversial. \
4.2.  Some Member States have input contributions on this topic to various ITU groups, in

particular the Council Working Group on WSISE.

-«
4.2.1.  Some of the key policy questions that have been identified_in the Handbook on "
Internet Protocol (IP) —Based Networks and Related Topics and Issues are®: N

TIPTV refers to the use of IP-based networks to transmit television programs; VolP refers to the use of IP-based networks to transmit voice
communications.

® This list is drawn from the 2005 ITU publication “A Handbook on Internet Protocol (IP)-Based Networks and Related Topics and Issues”, which N
was written to inform Member States, especially developing countries, about issues related to Internet Protocol (IP)-based networks, including the N
management of Internet domain names and related issues. It provides background information, but also identifies some key policy questions

associated with the general use of IP-based networks (that is, of the Internet). See http://www.itu.int/ITU-T/special-projects/ip-policy/final/index.html
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a) universal access/service provisions;

b) consumer protection;
¢) supervision of dominant market players;

d) emergency services;
e) access for disabled persons; /{ Formatted: Bullets and Numbering ]
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| | society, in their respective roles, of shared
/’ principles, norms, rules, decision-making
. . . . . . . ) . « procedures, and programmes that shape
a) Communication infrastructure (WSIS Action Line C2), including quality of service, | the evolution and use of the Internet”. This
iahili i H . 'I"| report™ identifies the following as the
reliability and telecommunication protocols; " ighest-pririty public policy isues tat
I, | are relevant to Internet governance (listed
- . . . . ' | in the same order as in the report):{
b) Building confidence and security in the use of ICTs (WSIS Action Line C5), /| administration of the root zone files and
N . " L | system;{
including countering Spam and Cybersecurity; || Sinterconection coss
u‘ <#>Internet stability, security and
R . R . . . R R . I cybercrime;{
¢) Naming numbering and addressing including ENUM, and internationalized domain 3»‘ <¥¢>spam;ﬂ
names: I <#>meaningful participation in global
I policy development;{
' | <#>capacity-building;1

! <#>allocation of domain names;{
<#>1P addressing;{

<#>intellectual property rights (IPR);{
<#>freedom of expression;{

<#>data protection and privacy rights;{
H <#>consumer rights;{

e) IPV6
u <#>multilingualism.{

f) Internet exchange point Deleted: ese issues are discussed in

" Il different international fora including ITU.

| /| Indeed, as stated in the report of the 11

H i I'| meeting of the Council Working Group on

g) International Internet Connectivity 11| WSIS™, there was a consensus within that

/1 | group that ITU has an important role to

) ) ) ) . 11| play in Internet Governance as one of the

Most of those issues are national matters, to be dealt with by national authorities. However, ! | “relevant organizations” recognized in the

H i i ic i i I, 1 | WSIS outcome documents. Specific areas
some of the issues may have international aspects. This is further discussed below. || of ITU's actvites include, but are rot

11| limited to, the following areas:{

< a) communication infrastructure (WSIS

Action Line C2), including quality of

service, reliability and telecommunication

| protocols;{

d) Capacity-building and technical assistance.

4.3.

The World Summit on the Information Society agreed the following documents: Geneva

4.4,
Declaration of principles; Geneva Plan of Action, Tunis Commitment and Tunis Agenda for
the Information Society. N b) building confidence and security in the
r“ | use of ICTs (WSIS Action Line C5),
L including countering spam and
1! cybersecurity;{

4 €) naming numbering and addressing

including ENUM, and internationalized
! domain names;{

! d) = capacity-building and technical

’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’ N assistance;{

\ e) IPv6;f

N f) Internet exchange points (IXPs);{

g) International Internet Connectivity.

{Formatted: English (U.S.)

Those documents contain paragraphs related to Internet Governance and in particular called

45. ]
for the creation of an Internet Governance Forum to further discuss certain issues. |

%2 See http://www.itu.int/I TU-T/studygroups/com03/iic/index.html
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4.6. In 2006, the United Nations Secretary General convened the first Internet Governance Forum
(IGF). The second IGF was hosted in Rio de Janeiro, Brazil in November 2007. The overall
cross-cutting theme for the IGF is capacity-building and development. Critical Internet o
resources; Access, Diversity, Openness and Security were afso discussed in Rio de Janeiro.” W
4.7. Building upon areas of agreement, discussions should continue on a variety of Internet-
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issues: Critical
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relevant intergovernmental and international orgnizations (see paragraph 35 of the \ !
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within the purview of governments, even if only as a “backstop” in case private Y \\ Deleted: Although
sector governance mechanisms fail to meet national or internationally agreed :
issues can be found in the cited WSIS outputs and in ITU documents such as the 8
“ITU Handbook on IP-based Networks and Related Topics and Issues”. The '
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least some aspects of these issues are public policy matters that are in principle, j\\ \ \\\{
N \( Deleted:
goals. A balanced representation of the international community views on these W
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{ Deleted: , t

WTPF may wish to consider which, if any, of these issues to address, and what, if
any, opinions to issue with respect to these matters.

4.7.2.1.1TU-T Study Group 3 has been studying the matter of international Internet
interconnection for a number of years*®. However, no consensus has been reached
regarding the various matters being studied. There are three main lines of thought:
some hold that market mechanisms are working well and that market forces
account for the observed prices for international Internet interconnections. Others
hold that abuse of dominant power by incumbent, former monopoly, operators in
developing countries results in artificially high costs, in some cases, for
international Internet interconnections in some developing countries. Others hold
that abuse of dominant power by major multi-national telecommunications
operators (based in developed countries) results in artificially high costs, in some
cases, for international interconnections in most developing countries._Further
studies should be conducted in ITU-D and ITU-T, regarding how implementation
of regional or national IXPs and the introduction of competition at the gateway
can encourage infrastructure growth and development in order to reduce costs™.

4.7.3. The Multilingual Internet

1 JTU-D and IDRC prepared a joint report on the role of IXPs in Africa in 2004. This report, Via Africa: creating local and regional IXPs to save

money and bandwidth, available at www.itu.int/ITU-D/treg/publications/index.html may be considered by WTPF-09. The 2008 editions of Trends in
Telecommunication Reform will also include a chapter on open access to international gateways
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4.7.3.1.The Internet, and its key protocols, were initially developed in the United States
and meant for communications in English and thus initially relied on a 7-bit
character encoding that supports only a limited character set. As the Internet has

expanded and come to be used around the world, the protocols have been adapted o {

to implement a diversity of scripts in the domain name system, this work is

referred to as Internationalized Domain Names (1DN) Which isnot onty technical == - -

but also raised public policy issues. Deployment of IDN top-level domain names
could contribute to the further development of cultural diversity and identity,

v _

4.7.3.2. As requested in PP06 Resolution 133, the ITU Secretary-General brought this
Resolution to the attention of the Directors General of WIPO and UNESCO and
also requested the creation of an interagency Working Group, to address issues
related to the various aspects of Internationalized Domain Names_(IDN) within
the mandates of ITU, WIPO and UNESCO. In addition, at the November 2008
Internet Governance Forum, ITU, ICANN and UNESCO announced collaborative
efforts to forge universal standards towards building a multilingual cyberspace.
ICANN s presently conducting independent IDN trials.

4.7.3.3._Work is ongoing with respect to certain matters related to IDN fop-level domain ///

names especially focused on the policy-related issues related to their deployment
In accordance with its mandate, ITU will liaise and cooperate with appropriate
entities in this respect,,

4.7.4. Diversity of participation in the Internet

4.7.4.1.1t has been stated that participation in the Internet, whether as users, or providers
of content, or developers of standards, or providers of hardware and software, is
more prevalent in developed than in developing countries.

4.7.4.2.In terms of users, this is no longer the case since very rapid growth of Internet
usage in China has resulted in its providing the single largest number of Internet
users in absolute terms. It remains the case, however, that the penetration rate of
Internet users in developed countries is far higher than the penetration rate in
most developing countries (where mobile telephony continues to have penetration
rates 10 or more times that of Internet, and is typically growing faster than the
Internet).

4.7.4.3.Various reasons have been advanced to explain this phenomenon. There is
general agreement that historical factors are important: the Internet was first

only later expanded to the rest of the world.

4.7.4.4.However, questions remain regarding whether the structure of Internet
governance mechanisms, the Internet standardization bodies, and the market for
interconnection, hardware, and software is such that barriers arise that discourage
participation by developing countries. Some hold that market mechanisms are
working properly and that the current participation rates simply reflect optimal
distribution of resources, in accordance with efficient markets. Others hold that, at
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least in some cases, dominant players influence markets, with the effect (often
unintended) of discouraging developing country participation. Some hold that
those dominant players, if they exist, are developed-country early-adopters of
Internet technologies, others hold that they are developing-country incumbent
traditional telecommunications operators and related organizations.

development of both people and organizations in developing countries could
assist with increasing meaningful and diverse participation in Internet-related
matters. There are numerous specific projects at the national level that result in
increased access to Internet in developing countries.,

5. EMERGING TELECOMMUNICATION POLICY AND REGULATORY ISSUES

5.1. The increasingly pervasive use of information and communication technologies combined
with the growth of always-on IP-based networks and services is giving rise to a number of
emerging ICT policy issues, ranging from freedom of expression to data protection, which
governments, service providers and users alike are struggling to address. In particular, means
should be found to encourage willingness to invest in new infrastructure and competence
building, especially in developing countries.

5.2. Regulatory and policy issues raised by NGNs

5.2.1. Inresponse to the technical phenomenon of convergence, government and regulatory
areas and to promote technological neutrality. A number of national regulatory
authorities around the world have combined institutional frameworks for infrastructure

| and content (e.g. United Kingdom, Switzerland) and/or are considering multi-sector
utility regulation (telecommunications, power, water, etc...). A shift away from sector-
specific regulation to general principles of competition policy is being increasingly
favored.

5.2.2. For regulators and policy makers, NGNs present an opportunity to analyze the
impact that current regulatory frameworks have on innovation, investment and
affordable access in order to design regulatory frameworks for NGNs that realize the
goal of the global Information Society. In particular, the aspects of universal
access/service should be considered. NGN may also improve radio spectrum utilization
for some services (e.g. when inside buildings, mobile calls, which currently utilize
spectrum, can be put through_to fixed-line networks, thereby freeing up spectrum). And
harmonization of naming, numbering, and addressing schemes needs to be considered. ,

5.2.3. In general, regulatory frameworks which were initially designed for a traditional
circuit switched environment may not be equipped to address an IP-based environment
where multiple services can be offered over a single platform. As services converge in
the NGN environment, market and service definitions used for authorization or
licensing and market analysis purposes, will have to be revisited. In addition, new
dominance-determination reviews may have to address the development of horizontal
and vertical market integration, for example where fixed-mobile convergence (FMC)
offers the possibility of dominant fixed and dominant mobile carriers uniting to
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exercise market dominance, or where vertical integration enables market dominance
not only in the physical network and telecom service layers but also in the platform and
content/application layers. Public policies (including security and safety) designed for
traditional circuit-switched networks may present technical challenges when applied to
converged IP networks. Likewise, universal access/services practices may have to be
updated and address the co-existence of PSTN, IP network and NGNs, the
organizational structure of regulatory bodies reconsidered, and dispute settlement
provided for new kinds of disputes, for example, between carriers and platform and
content and application layer players.

5.2.4. The Internet has traditionally been lightly regulated, while the telecom world has
faced heavier regulation_(and this because, historically, telecoms consisted of
incumbent dominant operators which were relatively heavily regulated to protext
consumers and encourage competition). Since NGNs represent the confluence of the
Internet and telecom worlds, many regulators and policy makers are exploring whether
an NGN regulatory framework should be regarded as a choice between two different
regulatory approaches, a hybrid system, or an entirely new model. This is especially
important when considering NGN interconnection and access issues such as access to
network and service interfaces, access between layers in a network, access to platform
features, application features and terminal layers as well as frameworks for calculating

interconnection charges. Because the traditional circuit-switched telephone networks, - { Deleted: in the development of J
Jmobile networks, IP and NGNS are likely to co-exist, it is important that regulators L inereonnection frameworks for NGNs
work to achieve competitive neutrality in order to minimize or eliminate opportunities  ( Deleted: PSTNs )
for requlatory arbitrage, While regulators strive to develop frameworks that promote - - Deleted: networks are not subject to
investment and innovation, especially in competitive and diversified access W birage, coutetory reatment fostering
infrastructure, some fear that without regulatory intervention, NGNs could create new
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particular regulation of NGNs needs to be evaluated in light of the costs and benefits of
those regulations in particular circumstances,, - { Deteted: n )
" 7| Deleted: ew NGNs access r_egulations
5.2.5. There are emerging regulatory issues associated with areas such as cybersecurity, Ty e et e
data protection, Internet numbering and naming resources, conformanceand "\ | infrastructure sharing, may be necessary in
interoperability, testing and associated certification, creating good conditions for o, oer o avact Tnvestment
investments and sound competition as well as soundness of the infrastructure. As a W 3;':%ithfﬂﬁtifrethgsf?gg;ifr;gﬁlgss
result, regulators will consider whether and how to ensure certain features inherent in \\\\ involved in certain aditional regulatory
traditional telecommunication networks, like emergency services, secure \ N practices (6.9, arif setting) and more
communication and lawful interception, continue to be available in the migration to N
NGNs. N W \\{ Deleted: and J
Y \\\\\{ Deleted: . ]
5.2.6. The many changes brought about by the shift to NGNs gives rise to the need for \\\{ Deleted: At the same time, ]
capacity-building at all levels (users, operators, yegulators and policy makers), ' [ Deteted: have to ]
especially in developing countries, so that their citizens can experience fully allthe "~ { peletea: ]
benefits of the global information society. In addition, as services go beyond national { Deleted: among )
boundaries, it may be necessary to ensure the consistency of competition rules through *{ Deleted: they can ensure that )

international coordination.

5.3. Strengthening trust and security
5.3.1. Protection of minors

5.3.1.1.The protection of minors, in particular, has become a pressing concern. The
abuse of children, child pornography, is the most alarming problem. Inappropriate
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content that can be delivered to minors include, inter alia, pornography, online
games, video or audio material that are violent or sexually explicit, gambling
content, spam containing adult content and so on. Although the distribution of
illegal content remains the responsibility of individual member states, the cross-

border nature of IP-based networks calls for measures to reinforce co-operation,

It should be noted that the ITU does not at present have any significant role with
respect to such issues.

5.3.2. Personal privacy and the protection of data

apinign, Ses bl ki

5.3.2.2.Strategies and mechanisms for the protection of data and privacy in a networked
world are wide-ranging and typically ad-hoc, i.e. they are put into place after
networks and services have been deployed. Calls are being made to build these
priorities into the very process of technology design,,

5.3.2.3.Digital identity management solutions can provide the capability to manage and
protect user date as well as offer user consent and choice consistent with the
specific context. Other important principles include transparency, notification,
accountability and data minimization.

5.3.2.4,With the progress of IT in assisting socio-economic activity, the growthand =~
expansion of the Internet, the expansion of the market size of ASP, and the
diversification of use-transmitting network application, the social structure
increasingly depends on the networks. In such circumstances, it is becoming
impossible to expect users themselves to do everything necessary to protect their
privacy and personal data. There is a need for a secure and safe communication

environment that everyone can use with ease.,

5.3.3. Digital rights,

5.3.3.1.The proliferation of digital networks and storage make the replicating of data and
content fast, easy and inexpensive. Effective digital rights management tools are
required to tackle the explosion in online content, in order to address the need for
rewarding content creators while fostering fair content distribution in the public
interest.

5.3.3.2.Enabling the seamless distribution of digital content regardless of the type of
transmission configurations is important in terms of competition policy and the
development of digital content. It is necessary to consider rules that can maintain
a balance between appropriate compensation for creators and the interests of
consumers.

5.3.4. Cybersecurity
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5.3.4.1.Building security in the use of ICTs is a highly significant topic. Cybersecurity
requests a dynamic and flexible response to continuously changing threats. At the
national level it involved the development of national frameworks for the
application of available technical, legal and regulatory tools by end users,
industry and Government as well as a continuous effort of capacity building,
awareness raising and prevention. At the international level, Cybersecurity calls
for strengthened cooperation and coordination between the different actors, as
well as support for information sharing and capacity building to developing
countries. In that aim the WTPF could provide an opportunity to define a
common view on what are the principal areas of threat; to consider how to
establish a mechanism to share best practices; and to develop common initiatives
such as the preparation of guidelines for government and private sector
cooperation in the prevention, detection and response to the misuse of ICTs.

- { Formatted: Bullets and Numbering ]

<

5.3.4.2.The WTPF should reach a consensus in major areas concerning security threats.
During this process, it is necessary to make assumptions about the future ICT
usage environment and consider threats to various networks such as NGNs, as
well as to review specific threats of today’s world. For example, with the
transition to IP-based networks and the migration to IPv6, devices that can be
connected to the network will diversify. To ensure security for these devices,
more sophisticated and easy-to-use encryption and authentification methods will

be required.

5.3.4.3.The WTPF should agree an opinion on these matters, taking into account current
work in ITU on the topic, in the Sectors and in the General Secretariat and the
instrumental mechanisms which ITU as a UN special agency could provide.

5.3.5. Cybercrime

5.3.5.1.Cybercrime can be informally defined as an activity in which computers or
networks are either a tool, a target or a place of criminal activity. An alternative
definition is computer-mediated activities which are either illegal or considered
illicit by certain parties and which can be conducted through global electronic
networks.

5.3.5.2.In order to facilitate prevention, repression and cooperation on Cybercrime, a
number of countries have reviewed their legislative environment related to the
goals and actions identified in UN General Assembly Resolution 55/63 (2000) on
“Combating the criminal misuse of information technologies” and have
undertaken a number of regional and multiJateral initiatives such as the Council of - { Deteted: - ]
Europe’s Convention on Cybercrime®® (2001). Both can assist in an examination
of national policy and institutional arrangements necessary for the
implementation of Cybercrime laws and policies. As nations may adopt different
approaches to legislating Cybercrime offences (e.g., creating specific new
legislation or amending existing legislation), a major challenge is to find common
approaches that will ensure the interoperability of existing legal frameworks and
facilitate international cooperation in the fight against Cybercrime.

5 See the full text of this Convention at_http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm
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6. MATTERS RELATING TO THE INTERNATIONAL TELECOMMUNICATION
REGULATIONS

6.1. The International Telecommunication Regulations (ITRs)' are a treaty level instrument of
the ITU. The ITRs establish general principles relating to the provision and operation of
international telecommunication. They facilitate global interconnection and interoperability
of telecommunication infrastructure, underpin the harmonious development and efficient
operation of technical facilities, and promote the efficiency and availability of international
telecommunication services.

6.2. The current instrument is the successor of a long series of instruments, dating back to the
original creation of the ITU in 1865. The immediate predecessor of the current instrument
consisted of two separate treaties, the Telegraph Regulations (1973) and the Telephone
Regulations (1973).

6.3. History of review of the ITRs

6.3.1. The ITRs have remained unchanged since coming into force on 1 July 1990. Since
then, there has been rapid and far-reaching technological change and the widespread
liberalization of telecommunication markets through privatization and competition. In
many countries the role of government has evolved from operator of analog voice
telephony services to regulator of digital convergent multimedia services. Although the
pace of change has varied between countries, the liberalization of telecommunication
markets has been a common trend in both developed and developing countries
worldwide.

6.3.2. Issues concerning the need for and scope of review of the ITRs were considered by
the ITU at its Plenipotentiary Conferences held in Minneapolis (1998) and Marrakech
(2002), but consensus to establish, scope and implement a review has been difficult to
achieve due to the variety of perspectives on the ITRs held by ITU Member States'’.

6.3.3. The Plenipotentiary Conference 2006 (PP-06) made substantial progress, embodied
in Resolution 146 (Antalya, 2006) Review of the International Telecommunication
Regulations, by reaching consensus on a review process that respects the divergent
opinion among Member States regarding the future treatment of the ITRs.

6.3.4. Resolution 146 implicitly recognizes that the ITRs remain valid and relevant for
international telecommunication networks and services, and that non-treaty level
discussions must take place to achieve broad consensus before treaty level negotiations
can commence. Explicitly, Resolution 146 states that:

there is a need to build broad consensus on what could appropriately be
covered in the ITU treaty framework, within its standardization activities, and within
its development activities;

it is important to ensure that the ITRs are reviewed and, if deemed
appropriate, revised and updated in a timely manner in order to facilitate cooperation
and coordination among Member States and to reflect accurately the relations

%6 See the full text of the ITRs at http://www.itu.int/ITU-T/itr/files/ITR-e.doc
7 Information on various discussions that have taken place prior to the 2006 Plenipotentiary Conference can be found at: http:/www.itu.int/ITU-
T/itr/index.html
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between Member States, Sector Members, administrations and recognized operating

agencies; and

the World Telecommunication Policy Forum (WTPF) has historically

provided an appropriate venue for discussing global and cross-sectoral issues of high

concern to the ITU membership.

6.3.5. Resolution 146, recognizing the extent and complexity of discussions on the ITRs

since 1998, resolves that the ITRs should be reviewed and, inter alia, that:

the ITU-T should review the existing provisions of the ITRs, engaging with

other sectors as appropriate with ITU-T as a focal point;
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WTPF should prepare reports and, where appropriate, opinions for
consideration by Member States, Sector Members, relevant ITU meetings and
Council;

a World Conference on International Telecommunications (WCIT) be

6.3.6. Thus Resolution 146 envisages a process, building on previous discussions where
applicable, of two separate and distinct reviews to deal with existing ITR provisions

and new and emerging international telecommunication issues, respectively,

6.3.7. The ITU-T review is currently being carried out by an expert group, in accordance

with TSB Circular 146,

6.4. New challenges for the ITRs

6.4.1. A number of Member States contributed to the work of the 2004-2005 Council

consensus on which, if any, of the issues should be retained for further discussion. The
WTPF should consider new and emerging policy and regulatory issues, which may be

relevant to a review of the ITRs.

6.4.2. The issues identified are summarized in Annex 3 of the Report of the Council

Working Group on the ITRs, which is found in Council document CO5/EP11. That list

is reproduced in Annex X if this report.

that have arisen more recently in other forums. For example, ITU-T Study Group 3 is
currently studying “hubbing”, tentatively defined as follows: "the routing of traffic in
hubbing mode consists in routing traffic to final destinations via a transit centre (hub),
with payment being made, solely to the latter, of the termination (in case of reverse

*8 See http://www.itu.int/md/T05-TSB-CIR-0146/en
19 See http://www.itu.int/ITU-T/itr/files/ITR-e.doc
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Group 3 has,also considered, the issue of network externalities™, a concept whichis e { Deteted: i )
referenced in Plenipotentiary Resolution 22 (Revised, Antalya, 2006). | Deleted: ing )
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6.4.4. Certain contribution which have been submitted to the Expert Group to Review of
the ITRs (ITR-EG) raise matters which might be considered to new, and thus outside
the scope of ITR-EG. The WTPF may wish to consider some of those matters, which
may include security, misuse of facilities, misuse of numbering resources, fraud and
dispute resolution.

6.4.4.1.The term fraud is used in various ways and in various contexts. What is intended
here is not the term as used in certain countries to refer to certain types of
criminal activities. In the context of telecommunications network with the
intention of avoiding payment; without correct payment, with no payment at all,
or by making someone else pay.?

6.4.4.2.The term misuse, in connection with numbering resources, occurs where the use
of that numbering resource does not conform to the relevant ITU-T
Recommendations(s) assignment criteria for which it was assigned or when an
unassiqrzlgd numbering resource is used in the provision of a telecommunication
service.

6.4.4.3.Misuse and fraud related to numbering resources can be distinguished, although
some types of misuse are related to fraud. Misuse arises when numbering
resources are used for a purpose other than that for which they were allocated.
Fraud arises when numbering resources are used for the purpose for which they
were allocated and for the purpose of generating cash at the expense of the
customer and/or operator®*.

/{ Formatted: Font: 12 pt ]
6.4.5 Further, a contribution?® from Cameroon to ITU-T Study Group 3 and the ITR-EG .~ | Formatted: Indent: Left: 1.27cm ]

appears to raise a potential new issue: whether, as a general principle, operators providing
transit or termination services should receive a cost-oriented payment for such services.
This would tend to exclude sender-keeps-all billing arrangements.

6.4.6 It is proposed that the WTPF consider the items above and give its opinion regarding
which, if any, should be subject to further study in the context of preparations for the WCIT
called for in Plenipotentiary Resolution 146.
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