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Cyber	Insurance	– market	dynamics		
The	cost	and	risks	of	cyber	attacks	are	increasing

Cyber	Threat	Landscape
• Cybersecurity	events	and	costs	are	increasing:

– 79%	of	survey	respondents	detected	a	security	incident	in	the	past	12	months1

– Average	total	cost	of	a	data	breach	increased	23%	over	the	past	two	years2

– Average	cost	paid	for	each	lost	/	stolen	record	increased	6%1

Industry	Outlook
• Data	breaches	are	expected	to	reach	$2.1	trillion	globally	by	20193

• 76%	of	survey	respondents1 were	more	concerned	about	cybersecurity	threats	than	in	previous	12	months:	

– Increase	from	59%	in	2014

Reputational	Risk
• An	IT	security	breach	can	have	serious	implications	in	how	a	company	is	perceived:
– 46%	of	companies	suffered	damage	to	reputation	&	brand	value	due	to	a	security	breach4

– 19%	of	companies	suffered	damage	to	reputation	&	brand	value	due	to	a	third-party	security	breach	
or	IT	system	failure4

• The	risk	of	losing	customer	trust	is	significant	and	rising:
– 82%	of	customers	would	consider	leaving	an	institution	that	suffered	a	data	breach5









How developed is Cyber Security in select member 
countries?

• Report developed by 
International Telecommunication 
Union (ITU)

• Key indicators for cyber security 
development are:
•Legal
•Technical capacity
•Organizational
•Capacity Building
•Cooperation

Source:		GLOBAL	Cybersecurity	Index	&	
Cyberwellness Profiles	Report	2015

Country GSI Rank
Mauritius 1
Uganda 2
Rwanda 3
Kenya 5
South Africa 6
Tanzania 11
Botswana 12
Malawi 12
Zambia 13
Burundi 14
Angola 15
Mozambique 16
Swaziland 16
Zimbabwe 17
Ethiopia 17
Namibia 18
Lesotho 18
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Cyber Risk
• any risk of financial loss, disruption or 

damage to the reputation of an 
organisation from some sort of failure of its 
information technology systems 
(includes networks & the internet).







Cyber	Insuarance Coverages	fall		into	4	categories:

1.	Liability—defense	and	settlement	costs	for	the	liability	of	the	insured	arising	out	of	its	failure
to	properly	care	for	private	data

2.	Remediation—response	costs	following	a	data	breach,	including	investigation,	public
relations,	customer	notification,	and	credit	monitoring

3.	Regulatory	Fines	and/or	Penalties—the	costs	to	investigate,	defend,	and	settle	fines	and
penalties	that	may	be	assessed	by	a	regulator;	most	insurers	do	not	provide	this	coverage,	
although	there	can	be	coverage	for	defense	costs

4.	PCI	(Credit	Card)	Fines	and	Penalties,	including	forensic	services	and	card	reissuance	costs





Conclusion

• Cyber risk is an emerging risk in the world
• Legal framework for insurable legal liability is generally under 

development across east & southern African countries
• There is demand for cyber risk insurance
• Where pricing data is not available – proxies can be developed
• Underwriting will depend on risk management and culture of the 

client


